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Details: (S) For information of Springfield Division, Champaign 

RA, Cincinnati Division, along with United States Air Force 
Office of Special Investigations (AFOSI), are jointly 
investigating intrusions into computers located at Wright- 
Patterson Air Force Base (WPAFB), Dayton, Ohio. The intrusions 
appear to be originating in Russia, hopping through University of 
Cincinnati, then terminating at WPAFB. The intruder has 
transferred several sensitive, though not classified files, to 
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To: National Security From: Cincinnati 

Re:(U) 288-CI-68562, 09/04/1998 



On 08/26/1998, the intruder was observed making 
connections to various other sites not previously seen, to 
include Eastern Illinois University (EIU). At approximately 0403 
CDT, August 31, 1998, the intruder connected to uxl.cts.eiu.edu 
(139.67.8.3) via telnet, and subsequently via File Transfer 
Protocol (FTP). Cincinnati Division is desirous of obtaining the 
username which the intruder accessed into EIU’s system. 

^ Cincinnati Division appreciates assistance from 

the Springfield Division, Champaign RA. 
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